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EDISCOVERY CHECKLIST
Purpose of the document	
This eDiscovery checklist aims to support counsel and their clients by outlining the key steps for preserving, producing, and using relevant documents[footnoteRef:1] throughout a legal proceeding.  This checklist is intended to facilitate discussions between counsel, their clients, and eDiscovery experts. It is not intended nor able to replace the expertise of a qualified eDiscovery practitioner, or best practices such as the Sedona Canada Principles[footnoteRef:2].  [1:  	The word “document” is used in this Model Document in its broadest sense, as meaning “information recorded in any form, including electronically stored information”.  The word “document” is used interchangeably with the word “record”.]  [2:       Sedona Canada Working Group 7, The Sedona Canada Principles: Third Edition (Sedona Conference, 2020), online: 3-Sedona Canada Principles Third Edition.pdf.] 

Every case is unique, and eDiscovery principles and practices are used in multiple types of legal proceedings, with different sets of procedural rules. Not all steps identified in the checklist may be required for all actions, while in some actions additional eDiscovery steps may be called for.
Guiding Principles
In any legal proceeding, the parties should ensure that all steps taken in the discovery process are proportionate, considering, among other things, the importance and complexity of the case, the amounts and interests at stake, and the costs, delay, burden and benefit associated with each step.  
This eDiscovery checklist treats proportionality, cooperation, and the proper use of technology as guiding principles. It identifies circumstances in which certain eDiscovery steps may not be required or can be accomplished cost-effectively, while still meeting discovery obligations.
Taking proper steps during eDiscovery reduces the risks of overlooking key records, spoliation claims, or other procedural penalties or damages for failing to produce records in a timely and complete manner. The steps outlined in this guide are intentionally organized to align with the Electronic Discovery Reference Model, an industry guideline for the eDiscovery process.[footnoteRef:3] [3:  	EDRM, online: edrm.net.] 

Note regarding use of this document
This document and other Digital Evidence and eDiscovery (DEED) working group model documents are available on its website at: https://digital-evidence.ca/model-precedents/.

This model document has been prepared and made available to the public by the DEED working group for informational purposes. It is not provided as legal or technical advice and should not be relied upon as such.

Publications of the DEED working group are copyrighted and all rights are reserved. Individuals may download these publications for their own use at no charge. Law firms and other organizations may download these publications and make them available internally for individual use within the firm or organization.

DEED working group publications may be republished, copied or reprinted at no charge for non-profit purposes. Organizations and individuals may provide a link to the publications on the internet without charge provided that proper attribution to the Digital Evidence and EDiscovery working group is included.

The DEED working group welcomes comments on all its model documents and other publications. The DEED precedents committee will review all comments received and consider appropriate revisions.
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For further information, or to request permission to republish, copy or reprint for commercial profit, or to provide feedback on model documents contact the Working Group through our administrative email box: ediscovery.secretary@gmail.com.

	I.
	PRESERVING RELEVANT RECORDS
	



	A.
	ADDRESS URGENT PRESERVATION ISSUES
	


· Where the duty to preserve is triggered, organizations must take reasonable steps to preserve and protect potentially relevant records from disposal or alteration. 
· Conduct a reasonable inquiry into active and archival data. 
· Identify individuals with possession of, power over, or control over potentially relevant records (“custodians”). 
· Identify all forms and storage locations of potentially relevant records, including email, documents, databases, voicemail, metadata, and collaboration-platform data. 
· Ensure automatic deletion processes and device scrubbing are suspended. 
· Assess risks of disposal or alteration by internal or external parties. 
· Prioritize legal holds and preservation letters (to third parties or opposing parties) based on the risk of alteration or disposal of potentially relevant records. 
· Prepare to send legal hold notices and preservation letters requesting the safeguarding of records. See DEED “Legal Hold Notice Template” and DEED “Model Document #5 Preservation Letter (to be sent to opposing counsel)”.
· Preserve backup data only where unique and proportionate.
· Consider urgent preservation motions (e.g. Anton Piller orders) to secure records held by others at risk of loss or destruction.
	B.
	PREPARE A PRESERVATION PLAN
	


· Assign a “preservation manager” within the client organization to manage preservation obligations (e.g. an IT liaison).
· Develop a preservation plan detailing responsibilities, search methods, search parameters (i.e. custodians, date ranges, file types, keywords, metadata), and when to involve forensic or eDiscovery specialists. 
· Have the preservation manager complete a system questionnaire detailing the client’s system architecture, hardware and software, types of data, storage methods, backup and archiving protocols, and retrieval procedures.  See DEED “Checklist for Client Interview with IT Representatives”. 
· Document data types, locations, custodians, and third-party storage of relevant data (e.g. banks, technology service providers, etc.). 
· Obtain an inventory of all storage media that may contain relevant information from the preservation manager.
· Maintain a written record of the plan and send the client confirmation of its terms.
	C.
	INITIATE A LEGAL HOLD
	


· Assign a “legal hold manager” within the client organization to manage legal hold processes. 
· Review retention policies and confirm if legal holds are covered. If they are not, provide a sample policy and hold notice. 
· Send legal hold notices to all potential custodians (e.g. employees, contractors, third parties, etc.).
· Coordinate with the preservation manager to ensure appropriate records are preserved.
· Obtain confirmation that potential custodians applied the hold.
· Document all legal-hold actions and custodians in a central document or legal hold software.
· Issue updated hold notices as needed to potential custodians who later gain access to relevant information.
· Send reminders to the custodians of the hold  and any of their obligations with respect to it on a regular basis.
· Keep detailed records of how documents subject to the hold are handled and preserved to show their authenticity and reliability if needed in court.
	D.
	SEND PRESERVATION LETTERS
	


· Determine what types of relevant documents and categories of relevant information the opposing party may have in their possession, power, or control. 
· Decide on search details like custodians, locations, search terms, dates, metadata, prompt criteria and deleted files.
· Draft and send preservation letters to the opposing party, explaining their duty to preserve evidence, listing what records and devices to keep and for how long, relevant search details, and asking them to notify you of the existence of any third-party custodians. See DEED “Model Document #5 Preservation Letter (to be sent to opposing counsel)”.
· Offer to discuss preservation steps with opposing counsel.
· Seek preservation orders if cooperation fails. The order should specify what should be preserved, for how long, how to identify it, whether experts are needed, and how to handle the cost of preservation.
· Send preservation letters to relevant non-parties, if any.
	II.
	COOPERATING WITH OPPOSING COUNSEL
	


· Engage opposing counsel early to address discovery planning. 
· Discuss preservation steps and confirm additional non-parties requiring hold notices. 
· Confirm collection and processing parameters, including custodians, file locations and types, relevant date ranges, de-duplication parameters, and metadata.
· Confirm review parameters, including the use of threading, technology-assisted review (“TAR”), such as active learning or generative AI, prompt criteria, and other technological measures to reduce the volume of records being reviewed.
· Confirm production parameters, including format, metadata fields, and objective coding for scanned documents. 
· For further guidance, please see the DEED/ACEDS “Production of ESI Protocol”
· Discuss confidentiality protections and confirm anticipates volumes of records containing confidential information.
· Confirm production exchange logistics (e.g. timing, method of exchange, record authenticity, and persons responsible for sending and receiving productions).
· Confirm disclosure schedule formats. 
· Negotiate clawback provisions that cover the inadvertent production of privileged or confidential records.
· Document agreements and disagreements.
· Consider seeking judicial intervention for unresolved disputes.
	III.
	COLLECTING RELEVANT RECORDS
	


· Define the scope of collection by identifying custodians, data sources, date ranges, and search terms.
· Incorporate input from client IT. See DEED “Checklist for Client Interview with IT Representatives”
· Establish chain-of-custody protocols.
· Distribute custodian questionnaires to confirm data sources and identify new ones.
· Obtain passwords to potentially relevant documents and maintain a password repository for use during processing.
· Conduct custodian interviews to clarify questionnaire answers as required.
· Create a collection plan that delineates data sources by custodian and assigns a responsible party, collection method, and timeline for each data source.
· Provide instructions for client self-collection as required. See DEED guides to exporting Outlook and Gmail data.
· Coordinate with the client and external vendors to ensure access to data sources.
· Provide the collecting entity (internal to client or external vendor) detailed instructions regarding the scope of collection, including custodians, data source(s), and other criteria (e.g. date ranges, search terms, etc.)
· Update the collection plan to capture the actual collecting entity, collection method, and dates of collection.
	IV.
	PROCESSING, ANALYSIS AND REVIEW OF RECORDS
	


· Develop a review strategy considering effort, time, and technologies required.
· Confirm what TAR processes and validation methodologies the review will use. 
· Select processing and document review software based on matter needs (e.g. if particular analytic or technology assisted review processes are required, or if the overall number of documents for review is very small and limiting fees is a priority).
	A.
	PROCESSING
	


· Address short-message data formats and consider whether specialized software or processing methodology should be used to extract and review. 
· Maintain a secure password repository. 
· Digitize any potentially relevant paper records.
· Ingest electronic records and digitized paper records into the review software and extract data.
· Scan ingested data for viruses.
· Hash and deduplicate records. 
· Filter by file type to remove system files, program files, and file types that will not contain relevant information or are not suitable for review within the review software.
· Exclude date ranges where records will not contain relevant information.
· Extract text, metadata, and images. 
· Use processing reports to identify unprocessed files. 
· Perform OCR. 
· Thread emails to filter out non-inclusive emails and attachments.
· Run near duplicate analysis, language identification, and conceptual clustering.
· Apply keyword and metadata filtering as agreed with opposing counsel, or as otherwise in keeping with the principles of proportionality.
· Run name normalization to assist with reviewing based on communication participants.
	B.
	ANALYSIS AND REVIEW
	


· Conduct early case assessment using AI, analytics, or other tools as appropriate, in combination with document sampling and client input. 
· Generate search-term reports for relevance and privilege-related terms. 
· Assess review scope and assemble an internal or external vendor review team, as required.
· Prepare a review protocol. See DEED “Review Protocol Template v 1.0”.
· Code documents for relevance, privilege, confidentiality, issues, importance, or other elements as needed.
· Perform quality control review of the coded or categorized documents and remediate identified deficiencies.
· Perform statistical validation of Technology Assisted Review processes, if used.
· Redact privileged or confidential text with clear markings.
	V.
	DISCLOSING AND PRODUCING
	


· Determine disclosure and production requirements based on any applicable rules or agreements. 
· Remind clients of ongoing preservation, disclosure, and production obligations that arising after initial disclosure. 
· Advise the client of their deemed-undertaking obligation to maintain the confidentiality of documents received from opposing parties.
	A.
	DISCLOSURE
	


· Verify disclosure requirements (e.g. an index of documents, accompanied by an affidavit or oath of accuracy or completeness, or otherwise as required)
· For proceedings under the Ontario Rules[footnoteRef:4], consider whether modifications to Form 30B (Affidavit of Documents for a Corporation or Partnership) are appropriate to reflect any limits of reasonableness and proportionality used to restrict the scope of the production. (See DEED Model-Document-12-Affidavit-of-Documents-2023.docx) [4:  	Rules of Civil Procedure, RRO 1990, Reg 194, r 30.03(1) (ON).] 

· Determine itemization, detail, and organization of indices of records that will be included along with the production (such as Ontario’s Schedules A and B to Form 30B).
· Consider whether to refer to the production load file in lieu of a list of items to be produced. 
· Consider whether to use metadata to generate the list of records produced (Filename/subjects/email sender or recipients), or in smaller cases to generate custom descriptions of each record.
· Identify documents by Bates or tab number. 
· Confirm level of detail, if any, required to identify documents withheld on the basis of privilege.
	B.
	PRODUCTION
	


· Consult the ACEDS/DEED “Production of ESI Protocol”. 
· Confirm whether any agreements with opposing parties, court orders, or Civil Rules or Practice Directions contain production requirements, and consult with opposing parties to confirm process where no guidance or agreement is in place.
· Confirm production format and requirements, including:
· Inclusion of records in original electronic format;
· Image format (for e.g. PDF, TIFF) and resolution;
· Any OCR scans for paper documents; 
· Metadata fields;
· Production of physical media or electronic file transfer;
· Encryption requirements; and
· Additional technical requirements related to the production and delivery of documents. 
· Produce records in accordance with the agreed upon production format and method.
· Maintain numbering sequence for subsequent productions.
